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Relationen

Niederlande

Irland Deutschland
Donau X X
Elbe X
Nil
Rhein X X
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Bild der
Menge {1.2.3}

Bild der
Menge {5}

Urbild der
Menge {2}

Urbild der
Menge {3, 4}
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Herakovic, Niko & Zupan, Hugo & Pipan, Miha & Protner, Jernej & Simic, Marko. (2019).
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DEUTSCHE NORM Juni 2017

DIN EN ISO/IEC 27001




,PDCA”

HIGH LEVEL STRUCTURE
DIN SPEC 36601

Normabschnitte

Einleitung
Anwendungsbereich
Normative Verweisungen
Begriffe

Kontext der Organisation
Fithrung

Planung

Unterstiitzung

——@I Verbesserung
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Digital-Sicher-BSI

Das BSI Themen IT-Sicherheitsvorfall Karriere Service Q

@« > > Standards und Zertifizierung > IT-Grundschutz >  IT-Grundschutz-Kompendium > XML-Version des IT-Grundschutz-Kompendiums (Edition 2022)

XML-Version des IT-Grundschutz-
Kompendiums (Edition 2022)

Datum 01.02.2022
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IEC 62443

Magter glossary of

G d
“oncepts and modets terms and abbreviations

6244313

System securtty
conformmance meincs

6244314

IACS secunty Wecycle
d use-cases

Security program
reguirements for IACS
assel pwness

Securty Protechon
Raong

Patch management in
e IACS environment

Requirements for IACS
SOPCE providers

Implementation guidance
for IACS asset owners

Security technologies Secunty nsk assesament
for IACS and systern desgn

Systern secunty
requrements and
Sacunty levels

Technecal security
requirements for IACS
components

development Mecycle
roquare ments
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Security Levels
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SL1

SL 2

SL3

SL4

Protection against casual or coincidental violation

Protection against intentional violation using simple means
with low resources, generic skills and low motivation

Protection against intentional violation using sophisticated
means with moderate resources, |IACS specific skills and
moderate motivation

Protection against intentional violation using sophisticated
means with extended resources, |ACS specific skills and high
motivation
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IEC 62443-3-3
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SRs and REs

FR 1 - |dentification and authentication control (IAC)

SR 1.1 - Human user identification and
authentication

SR 1.1 RE 1 - Unique dentification and
authentication

53

5331

SR 1.1 RE 2 - Multifactor authentication for
untrusted networks

5332

SR 1.1 RE 3 - Multifactor authentication for all
networks

5333

SR 1.2 - Software process and device wdenlification
and authentication
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SR 1.2 RE 1 - Unique dentification and
authentication

SR 1.3 - Account management

5431

SR 1.3 RE 1 -~ Unified account management

5531

SR 1.4 - Identifier management

56

57

SR 1.5 - Authenticalor management

SR 1.5 RE 1 - Hardware security for software
process identity credentials

SR 1.6 - Wireless access management

5731

58

SR 1.6 RE 1 - Unique 1dentification and
authentication

5831

SR 1.7 - Strength of password-based
authentication

59

SR 1.7 RE 1 — Password generation and lifetime
restrictions for human users

5931
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Relationale Algebren und Kalkule

mengenorentiene,
deklarative, quanti-
fizlerte Ausdrucke

| :
geschachtelte Relationale Relationales
Mengenausdmcke Algebra Ka"(m
Binéare Operationen: ‘

+ Vereinigung R v 5

+ Differenz R\ 5

* Durchschnitt R ~ 5

+ Kartesisches Produkt & = 5
+ Join (Verbindung) R >< §

l

l

Tupelkalkdil, Domanen-
Relationenkalkdil kalkdl
x.a, yb P(a: x, by)

Unére Operationen: \ _l select ...

LTOR .% .
where ...

« Projektion 7,(R)
« Selektion o, (R)

(D

Quell: Prof. Ralf Moller, Universitat zu Libeck
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