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§ LDAP servers as
address books.

§ https://doku.tid.dfn.de/
de:dfnpki:verzeichnisd
ienst 

https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
https://doku.tid.dfn.de/de:dfnpki:verzeichnisdienst
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LDAP is like a weird database...
...used for

§ storing personal data (address book),

§ storing configuration data 😳,

§ their bash history 😱,

§ storing authentication information 🤯 !?
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Scanning and Confirmation
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§ 3.7 million hosts on each port 
(389 and 636)

§ 82k positive LDAP bind request



User Data

§ Limit samples

§ Unique counting method

§ Responsible disclosure

§ Secured internal server with 
restricted access

§ Data deletion

Nr. 6

! !



Sampling Module

1. Connection to Servers2. Fetching Configurations 3. Collecting Samples
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Data Classification Module
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§ 26,464 servers support SASL

§ 9,731 servers leak internal 
information

§ 616 servers are vulnerable to 
existing CVEs



Data Classification Module
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§ 12,179 servers leak personal 
data such as:
§ First name, last name
§ Birthdate 
§ Address information
§ Contact information
§ And more …



Fast Track to Admin

§ 1,817 LDAP servers exposed credentials 

§ > 32% leaked plausible plaintext passwords

§ > 3.9 million credentials publicly accessible

§ 526 servers leaked passwords where the 
username contained the substring ‘admin’
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Network Analysis Module
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Mitigations

Disclosure Campaign February 2024

§ 475 (26.1%) of credential-
leaking servers are no longer 
available

§ 5 servers are requiring 
authentication now
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Conclusion
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§ Out of 80,000 servers, 12,000 are leaking personal data.

§ Around 3.9 million user credentials, including cleartext 
passwords, are exposed.

§ Most LDAP servers have no proper TLS configuration.

Findings
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Nr. 12

§ LDAP Server are valuable target for attackers. 

§ Organization must secure or even remove their LDAP 
servers from public access.

Lessons Learned
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