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A long time ago

INn a university hospital far, far away...
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Gut organisiert

IT-Angriffe auf Unternehmen nach Taterkreis; Unternehmen mit mindestens zehn Beschaftigten und einem
Jahresumsatz von 1 Mio. Euro oder mehr, die in den vergangenen zwolf Monaten von Diebstahl, Datendiebstahl,
Industriespionage oder Sabotage betroffen waren (2024: n=812; 2019: n=801); Deutschland; in Prozent*

Von welchem Taterkreis gingen die Handlungen in den vergangenen zwolf Monaten aus?

‘ Organisierte Kriminalitat/Banden ‘ Privatpersonen unabsichtlich handelnde (ehemalige) Beschaftigte ‘ Lieferanten
konkurrierende Unternehmen ‘ vorsatzlich handelnde (ehemalige) Beschaftigte auslandischer Nachrichtendienst @ Kunden
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*Mehrfachnennungen moglich. Quelle: Bitkom

Quelle: Cybersicherheit in Zahlen 2025/2026



Cumulative Victims per Month (2023-2026)

~ Cumulative Victims per Month
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Quelle: https://www.ransomware.live/stats
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hilden.in mtspokanepediatrics.c¢ fortishealthcare.com eroselevators.com drogales.com.br

Hilden and Tula Engineering is Mt. Spokane Pediatrics offers Fortis Hospital, Bannerghatta Road,
specialized in the design, comprehensive healthcare services for Bengaluru, is a 284-bed hospital, well
manufacturing and installation of patients from birth through youn... equipped with state-of-...

complete...

Eros Elevators, established in 1947, is
a pioneer in the Indian elevator
industry, offering a comp...

5d 23h 49m 16s

Drogaria Drogales Incio is a pharmacy
and perfumery that offers a wide range
of personal care prod...

collinscomputing.com samkee.com

labayenylaborde.com

klax.de

grupoconstrutodo.com

1d 7h 49m 42s

Collins Computing specializes in Founded in 1978, Samkee Automotive LABAYEN ¥ LABORDE S.L. A group of Wir sind Klax Klax fordert individuelles Mas que materiales, somos

providing accounting software specializes in injection molding companies specialized in rotary Lernen und Kreativitat mit Bildungs- soluciones. Desde hace mas de 15

solutions, focusing on Acumatica Cl... vehicles, providing global equi... machines und Freizeitangeboten... afios Comercializadora Construtodo...
itgsolutions.com manuaco.pt npiav.com platinumpws.com proplastics.co.zw
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The immortal oldest Ransomware affiliate program LockBit is excited to welcome youl.

We have been working since September 3, 2019 and we are not going to stop no matter how much the intelligence services around the world want us to stop.
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@ ¥ Command Management_Install.ps1 cannot be loaded because the execution of scripts is disabled on this system.

@ ¥ Command | ran this command:

|® ¥ Command Set-ExecutionPolicy -ExecutionPolicy Unrestricted
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MaHyan no pabore c ceTamm

ot Bassterlord (FishEye)

Ec/ii TO/ILKO HA HEeCKOJIBKHX MANIHHAX 3HAYHT TOJbLKO npasa
JOKAJIBHBIX AJIMHHHCTPATOPOB H CTOHT HCKATH /IPYIHEe VUETHLIE
3AIlHCH.

Eciin y HaC HeT OTKPBITBLIX Napo/iei a TOJILKO XelllH KOTopbie He
BBILLIO paciind poBaTh Mbl pACCMOTPHM YA3BHMOCTH BX0/1a 110
xemwam B pasjieie PASS THE HASH arak.

Ecin B OTKPBITOM KOMIIbIOTEPE ¢ KpacHbIM JHcKkoM C$ Her nopra
3389 MOKHO HCIIOJIB30BATH TYJ/I3Y pseXec KOTOPYI0 Mbl PACCMOTPHM B
0T/1eJILHOM pa3sjelie.

Eciin MBI Npod Wi yepes y43BUMOCTH CepBep - ONpPele/HTh ero
MOKHO 110 CJIeVIOUIHM NapaMeTpaM H CPABHHEB AHIIH CeCcCHi:

Arrair AmcayHTe nosssosaTENE

ADMINS 18d thd.. Adminstrator l.':-.r*.l?'.' Prog
Cs
! NETLOGOM

SYSVOL
T8d 10h Administrator Gl.:;'.'-E-'-'_:‘r:'; ciel

IPCS

JIndo mo HMeHH XocTa B KOTOpOoM npucyrersyer DC

Hanpumep WHDC.domain.local (3Hauenust MOTYT ObITH JIWOOBLIMH HAM

BaXKHO Y3HATL HMeHHo DC)
Toraa Mmoo
B ceccnn cepBHca BBINOJIHHTL KOMAH/1 bl
shell
net group
net group "Domain Admins" /domain

D10 nOMOKeT Y3HATh HAM VUETHBIC 3AIIHCH aIJMHHHCTPATOPOB JOMEHA
H COOTBETCTBEHHO He OTB/IeKaeTcsd HA 00 bIYHbIX H3¢pOB H HX
AKKAVHTHI.

Hawm Beab Ba:keHn yposenb «bOI» 1a?)

B srom pazieie Mbl pACCMOTPHM TYJ3Y Psexec u yem oHa ﬁ}",‘JE'I' IJIE3HA Ha
HpaKTHRE.

IlepBbIM 1€/10M OHA NOMOMKET HAM 3ANYCTHTH J1000H (Pailil HA BceX TAYKAX K
KOTOPBLIM Y HAC €CTh J0CTYIL.

Ipeanooxum y HaC ecTh exe (ailyl KOTOPbLIH HAM HYAKHO 3aNYCTHTDL
OrkpeiBaem CMD neperackusaem Tyj1a psexec.exe

H JaJiee NHeM ciielyHIilee

Miapane oF JOMEH Ay Tadin mOTOpwH GyaeT JANYIHATIA

Tascranu ¢ aibnm agpes
HE HETCpan Ml saryemsen Safa FHETHI QOMEH JAMEHI BNESTE § AOMEHOM

Eciin Bbl YI1AJIHJIH BCE aB ,.'J[lﬁ'slBll.JlH HCRJAHYEHHH H CHEIAJIH BCE KAK HYAKHO
,.'JHHH]:-Iii exe ﬁ}{.‘JE’I' JANYLIEH HA BCEX KOMIIAX.

Eciin BaM HYKHO 3a1YCTHTL (Dailjl 0T UMEHH cHCTeMbl 100aBiIsieM K
napamerpam -s -d -¢ aiir.exe

Yepes Psexec MOAKHO NOJYYHTH H CHATh KPe/ibl ¢ YIAJEHHLIX KOMIIOB €CJ/IH Ha
HUX HeT 3389 nopra HO y4eTKa y HAC €CTh.

Yepes ckanep otkpoiBaem nanky C$ sakuasisaem 1yjia pesecdump.exe

u procdump.exe

YaaneHHo oTHpbITe cmd

BANM MIWHHB HA HOTORYIO
Yuatea AOMEH BAMHHE BMECTE ¢ GOMEHOM I'Iapwh. AomeH “HE
T AMEHA CHCTEMBI HA

aanogmm Bepem wa chanepa M
YOAAEHHOH MAWHHE

HpacHsIM guckom C5




Strafverfolgungsbehorden



THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site 1s now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBI and the international law enforcement task force, ‘Operation Cronos..
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National Crime Agency m| POLICE




LEAKED DATA

THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE

US AND THE CRONOS TASK FORCE

Mational Crime Agency

Press Releases

PUBLISHED

LB Backend Leaks

PUBLISHED

Lockbitsupp

NCA

National Crime Agency

PUBLISHED

You’ve Been
Banned From

Rela (BIT 3.0

Who is LockbitSupp?

PUBLISHED

The $10m question

Lockbit Decryption Keys @Rewards for Reporting

PUBLISHED

Law Enforcement

may be able to assist

you to decrypt your
I-O c Km Lockbit encrypted

PUBLISHED

US Indictments

@ FR arrest warrants

PUBLISHED

French Gendarmerie Investigation

{Jurfhfcﬂ:" leads to a total of 3 Lockbit affiliates

and related actors charged by the

Collect up to $15,000,000 for
providing information leading to the
arrest of LockBit Administrators and
Affiliates

PUBLISHED

Arrest in Poland

PUBLISHED

FEBI Investigation Leads to a Total of
5 LockBit Affiliates Charged By the
Department of Justice. Two of Those
Indictments Released Today.

Sanctions

PUBLISHED

United States Sanctions for Threat
Actors Engaged in Significant
Malicious Cyber Related Activity

Activity in Ukraine

On 20/02/2024 a suspected LockBit
actor was arrested in Poland on the

request of French.

PUBLISHED

On 20/02/2024 a suspected LockBit
actor was arrested in Ukraine on the

request of France.

Report Cyber Attacks!

PUBLISHED

Please report your Cyber Incident. To enable Law
Enforcement to take protective and disruptive
action, it is vital that victims report attacks and
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' CHEGK!

S503E0D2 - INTERLUDE 503E01 - STICKY FINGERSES

S02ZED0G - YIN AND YANG 5S02E05 - A GAMBLE TOO FART S02E04 - CONSEQUENCES

AND TH THE MEANWHILE
IWILL BE THINKING
ABOUT OUR MEXT MOVE.

FOLLOW LS ON
SOPERATION_ENDGAME_NEWS
AND DON'T MISS A THING!

501TE09 - BOMUS S01TE08 - NOT THE END SO01ED7 - ODD ONE OUSH




HOME NEWS SEASONS SUSPECTS PARTNERS CONTACT

EU MOST WANTED

ROKOP, Roman SHARAFETDINOV, SEDLETSKII, Valerii SHUPLIAKOV, Danil TSAREV, Milkl
Mikhailovich Iskander Rifkatovich Alekseevich Mikhailovic

DANABOT

KALINKIN, Artem STEPANOV, Aleksandr




Qbot Sample Count Over Time
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Geopolitische Konflikte









Cyberwar eher Informationskrieg als
Zerstorung



Ransomware als hybride Kriegsfuhrung



APT



Cambodia extradites alleged scam
mastermind to China after arrest

Share <, Save []

Simon Fraser
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Prince Group/Getty images

Quelle: https://www.bbc.com/news/articles/cy4q8e88n2vo
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Kollaborative Tools statt Einzelplatzforensik
Triage statt Full Disk Forensik

Automatisierung statt Repetition



Al 1st Wechsel der Methoden,
nicht der grundlegenden Prinzipien



IT-Sicherheit i1st keln technisches Problem,
sondern ein organisatorisches +
wirtschafttliches



Verteidigung mit bekannten Mitteln



1. VPN + 2FA
2. Netzwerksegmentierung
3. Monitoring

4. Backups
5. Notfallhandbuch



Vielen Dank fur Ihre Auftmerksamkeilt,
bis (hoffentlich erst) nachstes Jahr!



Jasper Bongertz
lasper.bongertz@qgdata-adan.de
+49 172 5783558

Leonard Rapp

leonard.rapp@gdata-adan.de
+49 173 2751342
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