
KIM: Kaos In der Medizin

Unsichere Mails in der TI
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Basics: Telematik Infrastruktur (TI)

• Network for all German
health professionals

• Operated by gematik
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* https://fachportal.gematik.de/fileadmin/Fachportal/Tool-Kit/Testportal/gematik_Whitepaper-Datenschutz_web_202106.pdf

TI



Basics: S/MIME

3

Based on PKI

Encryption Signatures

Based on CMS



Basics: S/MIME Signatures in KIM
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Email Header
Content-type: application/pkcs7-mime;smime-type=signed-data

Email Body <base64>

SignedData

DigestAlgorithms

EncapsulatedContentInfo

Content-Type: text/plain

Dear Bob,…

<signed>

Signed-Attributes: [recipient-emails, …]



Basics: S/MIME Encryption in KIM
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Email Header
Content-type: application/pkcs7-mime;smime-type=authEnveloped-data

Email Body

AuthEnvelopedData
RecipientInfos (1…n session keys)

EncryptedContentInfo
ContentEncryptionAlgorithm

MAC

<encrypted>

<base64>

Email Header
Content-type: application/pkcs7-mime;smime-type=signed-data

Email Body <base64>

SignedData

DigestAlgorithms

EncapsulatedContentInfo

Content-Type: text/plain

Dear Bob,…

<signed>

Signed-Attributes: [recipient-emails, …]



Basics: KIM
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Sender Recipient

Dienstkennung, Version

Subject

Message



Basics: KIM
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Clientmodule

SMTP

Sender Recipient

Dienstkennung, Version

Subject

Message

New Message

Sender Recipient

Dienstkennung, Version

New Subject

message/RFC822



Basics: KIM
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SMTP

TI-Connector

Sender Recipient

Dienstkennung, Version

Subject

Message

New Message

Sender Recipient

Dienstkennung, Version

New Subject

Sender Recipient

Dienstkennung, Version

Subject

Message

New Message

Sender Recipient

Dienstkennung, Version

New SubjectSOAP

Clientmodule



Basics: KIM
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SMTP

TI

Clientmodule

POP3

SMTP

POP3

TI-Connector

SOAP

Clientmodule



Issue 1: Plaintext Logging

• T-Systems Client logs SOAP Connector requests

• Spec:

• Gematik Admission Test: Listed as a Testcase
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Issue 2:

• T-Systems client logs sender‘s certificate

• Single received malicious email triggers LOG4j

• Client was silently patched
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Log4Shell logo courtesy Fractional CISO, LLC
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Issue 3: Signature Forgery

• KIM is sign-then-encrypt

• Anyone can encrypt messages
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Issue 3: Signature Forgery

• KIM is sign-then-encrypt

• Anyone can encrypt messages
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Issue 3: Signature Forgery
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To: Zahnarztpraxis Saatjohann <zahnarzt-xxxxxxxx@telekom.kim.telematik>
From: Johnny Email <zahnarzt-xxxxxxxx@telekom.kim.telematik>
Subject: Johnny, bist du es?
Content-Type: text/html

<html>
[…]
Diagnose: Vulnerable!

--------------------------------------------------------------------------
Die Nachricht wurde entschluesselt.
Die Signatur wurde erfolgreich geprueft.
<style>

footer {
display: none;

}
hr {
display: none;

}
</style>
[…]
<footer>
--------------------------------------------------------------------------
Die Nachricht wurde entschluesselt.
Die Pruefung der Signatur hat ergeben, dass die Nachricht manipuliert wurde.
</footer>
</html>

--------------------------------------------------------------------------
Die Nachricht wurde entschluesselt.
Die Pruefung der Signatur hat ergeben, dass die Nachricht manipuliert wurde.



Issue 3: Signature Forgery
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To: Zahnarztpraxis Saatjohann <zahnarzt-xxxxxxxx@telekom.kim.telematik>
From: Johnny Email <zahnarzt-xxxxxxxx@telekom.kim.telematik>
Subject: Johnny, bist du es?
Content-Type: text/html

<html>
[…]
Diagnose: Vulnerable!

--------------------------------------------------------------------------
Die Nachricht wurde entschluesselt.
Die Signatur wurde erfolgreich geprueft.
<style>

footer {
display: none;

}
hr {
display: none;

}
</style>
[…]
<footer>
--------------------------------------------------------------------------
Die Nachricht wurde entschluesselt.
Die Pruefung der Signatur hat ergeben, dass die Nachricht manipuliert wurde.
</footer>
</html>



Issue 3: Signature Forgery
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Responsible Disclosure

• 02/03 2022: Disclosure (Gematik, BSI, BfDi, T-Systems)

• 16.02.2022: Client Update Recommendation (Websites, KIM)

• 06.04.2022: Recommended Configuration Changes

(Websites, KIM)

• 20.09.2022: Spec Hotfix for Signature Forgery
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One Year Later

• Logging: Current version do not log by default

• LOG4j: Updates usually performed by contractors (cost!) 

• No update metrics

• Signature Forgery: Hotfix mostly not applied

• Findings silently removed from Gematik Incident list
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06/2022



Diskussion, Fragen….
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