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Logging is fairly simple, isn’t it?
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● No, it isn’t…

– No standard format

– No standard transport

– No guidance on what to log and how

– No guidance for developers

● But you have to do it!

Logging is fairly simple, isn’t it?
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● In general
– Logging is commonly referred to as the act of keeping a log, a recording of events as well 

as the storage and analysis of these events

– The purpose of logging is to have a record of events that happened in order to resolve
● Errors / safety issues / security incidents / … 

● From NIST (National Institute of Standards and Technology)
– “A log is a record of the events occurring within an organization’s systems and networks. 

Logs are composed of log entries; each entry contains information related to a specific 
event that has occurred within a system or network.”

– “Log managament is [...] the process for generating, transmitting, storing, analysing,
and disposing of log data.”

Definitions / Terminology
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● Logs are everywhere
– Operating systems

● Linux Syslog, Windows Event Log, ...

– Server logs (HTTP, SMTP, SNMP, DNS, SQL, etc.) and many, many more…
● Application logs were designed for troubleshooting/debugging, not investigating

– Device logs
● Routers, Switches, Firewalls, IDS, EDR, AV, …
● Smartphones
● Did anyone say “IoT”?

● All these logs will make our jobs easier, no?

Logs, where art thou?
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● Logs assist us in
– Detecting all things security

● Intrusion Detection
● Incident Containment and Response
● Forensic Analysis / e-Discovery (“super timeline all the things”)
● Real Time Alerting

– Providing a Network Baseline
– Determining the Health of the Network

● Operational issues
● Performance issues

– Detecting policy breaches: Audit Trail
– Achieving

● $$$ regulatory compliance (GDPR, PCI DSS, ISO 27001, HIPAA, SOX, …) $$$
● (Internal) policies compliance

Why is logging important?
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● Who are typical log file users/consumers?
– System and network administrators

– Security administrators

– Computer Security Incident Response Teams (CSIRT, CERT)

– Application developers

– Chief information security officers (CISO, CIO)

– (External) auditors

– Others in your org?

● Do all consumers want the same logs?
– Do they all need the same logs?

– Are they all allowed to look at the same logs?

Who wants logs?
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Let’s have a look...
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● The dark ages (up to Windows XP)
– Binary Event Log file format

– Location:  %SystemRoot%\System32\Config

– Mainly 3 categories:
● Security: secevent.evt
● System: sysevent.evt
● Application: appevent.evt

● Beginning with Vista
– New binary XML format, new extension: .evtx

– Location: \Windows\System32\winevt\Logs\

– Many more files:
● Security.evtx, System.evtx, Application.evtx
● → 120 files ++

Windows Event Logs
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Example: logon event (Event Viewer)
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What am I looking for? (=> check the Appendix for more)
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Linux Syslog: Facility (source) vs. Severity level

12     |

 #
 # print some stuff on tty10
 #
 kern.warning;*.err;authpriv.none    /dev/tty10

 # Forward all messages to central loghost
 *.*           @loghost

 # Backup file of all messages
 *.*                                -/var/log/messages

 #
 # print some stuff on tty10
 #
 kern.warning;*.err;authpriv.none    /dev/tty10

 # Forward all messages to central loghost
 *.*           @loghost

 # Backup file of all messages
 *.*                                -/var/log/messages
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Audit
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● NIST

“Audit records contain security event information such as successful and failed 
authentication attempts, file accesses, security policy changes, account changes (e.g., 
account creation and deletion, account privilege assignment), and use of privileges.”

– “OSs typically permit system administrators to specify which types of events should be 
audited and whether successful and/or failed attempts to perform certain actions should 
be logged.”

● In other words
– “An audit policy determines which type of information about the system you'll find

in the logs.”

Definition: Audit
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● 9 categories / many sub-categories
– Audit account logon events

– Audit account management

– Audit directory service access

– Audit logon events

– Audit object access

– Audit policy change

– Audit privilege use

– Audit process tracking

– Audit system events

● Log: success, failure, both, none

Windows Audit: auditpol

15     |



www.geant.orgwww.geant.org

● Does this look familiar?
– Watching file access

– Monitoring system calls

– Recording commands run
by a user

– Recording security events

– Searching for events

– Running summary reports

– Monitoring network access

– Changes to any trusted database
such as /etc/passwd

– ...

Linux Audit (audit.rules)
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“The company's server logs 
recorded only unsuccessful log-
in attempts, not successful ones, 
frustrating a detailed analysis.”

However...
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● Log management 101
– More logs don’t make you more secure

– Better management does

You really want to have log management
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● Log generation and storage
– Many log sources:

log data is scattered (sometimes even crossing borders) and has become big data

– Inconsistent log contents

– Inconsistent timestamps / time zones / lots of different time formats

– Different vendors: different log formats

– Different character sets

– Log data is (sometimes) ephemeral

Challenges in log management
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● Log analysis
– boring, but that’s what it’s all about, no?

● Log analysis is a unique skill
● Log analysis takes time

– Correlation of log entries
● Multiple lines belonging to a single event
● Similar log entries showing up in different log files
● Timestamps
● Probes over time

● Without sound processes for analyzing logs, their value is 
significantly reduced
– Five Ws: Who? What? When? Where? Why?

Challenges in log management
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● Start small

● Start small

● Start small

● Start small
● Start small
● Start really small

Best Practices
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● First steps
– Develop logging/audit policy – what to log and why

● Don’t fall for the recommendation to enable only Failure events for audit categories

– Simple use cases: determine what information is relevant to you
● What devices/events are important?
● What reports do you and the org want/need?

– Create a baseline
● Determine “normal” behaviour (systems and network)
● Repeat at regular intervals

– Ensure all devices use the same time source (if possible)
● Use NTP from a secure source 
● Use UTC, especially if operating in more than one time zone

● Don’t forget to enable logging ;-)

Best Practices
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● Log security / log protection
– Limit access to log files

– Secure the processes that generate the log files

– Configure log sources appropriately
● What if logging fails?
● What about “full” log files/partitions?

– Implement secure mechanisms for transporting log data from the system(s) to the 
centralized log management server(s)

● Consider using not only syslog via UDP (e.g., syslog-ng)

– Are there regulatory requirements?

– Anonymisation / Pseudonymisation?

– Disk space / Storage / hardware requirements
● Compression is very useful

Best Practices
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Best Practices: Central log management
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● Log host (Collector) requirements
– (High) Availability / Scalability

● Redundancy necessary?
– Watch out for single point of failures

● Network, routing
● Power supply, environmental conditions (fire, water, …)

– Log hosts are highly critical systems!

● Just logging, no other services running
● No connections from the outside
● Will usually not “talk” to other systems
● Harden the system, apply patches quickly
● No general accounts, separation of duty!

– Configure all devices to send logs to the dedicated log host

– Check the license(s)!

Best Practices: Central log management
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● Normalise the logs
– Event Logs, syslog, SNMP, etc. need to be converted into the same format

● Log rotation
– Determine time schedule, based on volume of data

– Develop meaningful naming convention
● Log retention

– Based on disk space
– Based on regulatory requirements: Why? How? What? For how long?
– Archive in secure area / external storage / offline backup?

● Visualise the logs (one interface to rule them all)

● Fortunately, you don’t have to do the above manually

Best Practices: Central log management
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Example log mgmt: NXLog
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● From Log management to
Security Information and Event Management (SIEM)
– NXLog

– Rsyslog, Syslog-ng

– Seq

– Graylog

– Snare

– ELK: Logstash (+ Elasticsearch (+ Kibana))

– Fluentd

– ElasticSIEM

– OSSIM

– Apache Metron

– Prelude OSS

So many tools to choose from
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– Alienvault USM

– Arcsight ESM

– Splunk

– IBM QRadar

– Logrythm

– RSA NetWitness

– Exabeam

– McAfee ESM

– Securonix

– Rapid7 InsightIDR

– Tenzir

– FortiSIEM
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Graylog
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Seq

30     |



www.geant.orgwww.geant.org

Seq
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Kibana (ELK Stack)
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● Eventually you may want to do things like
– File and folder auditing

● file/folder creation/deletion, permission changes, ownership changes, ...

– Windows Registry Auditing
● Forensicators love this!

– Process command line logging
● May catch fileless malware

– Windows PowerShell Logging
● a.k.a. “command line 2.0”

– Windows Sysmon Logging
● Greatly enhances the Windows Event Log

● Note: the above are all very noisy

Pro tips: for future use
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● Not part of this talk (IANAL :-) )

● But always do check with your data protection officer (DPO)!

Legal and Regulatory Compliance
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Summary

● Log management usually is funded by compliance budgets!
– “Buy for compliance, use for security and operations.”

● There’s no: one size fits all
– Each network is unique

– Keep it simple, stupid (KISS) --- Start really small!
● Ask yourself...

– What logs am I going to collect locally?

– What logs am I going to send to the central log host/SIEM and how?

– What logs am I going to analyse centrally?

➲ Start logging 
  – then start collecting logs 
    – then start reviewing and analyzing logs
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Thank you
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Any questions?
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● xxx
– xxx

– Xxx
● xxx

– xxx
– xxx

General logging configuration recommendations (NIST)
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What am I looking for?
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What am I looking for?
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What am I looking for?
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What am I looking for?
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What am I looking for?
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What am I looking for?
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What am I looking for?
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