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What we will cover today

* Process

— NIST SP 800-40r3 “Guide to Enterprise Patch
Management Technologies”

— NIST SP 800-40 version 2 “Creating a Patch and
Vulnerability Management Program”

* Tools
— Linux: zypper, yum, apt
— Windows: SUMo, PatchMyPC
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Definition
e Patch: “is an additional piece of code developed to address

problems (commonly called ‘bugs’) in software.” (NIST SP 800-40r2)

e Variants/other names
— Hotfix
— Point release

— Program temporary fix (PTF)
— Security patch

— Service Pack

— Unofficial patch

— Monkey patch
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Patch Management

e Patch Management is the
process for

— identifying

— acquiring

— installing, and
- verifying

e patches for products and
systems (NIST SP 800-40r3)

Identify vulnerability
from internal source

Verify report

Vulnerability
verified?

Develop and deploy
remediation

Engage in
post-remediation
activities
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Identifying

e Systems that have Software running that needs to be patched
— From inventory/asset management
— From network scanning
— From passive discovery

e Software, that has vulnerabilities or is misconfigured
— Installation database on systems
— Local scanning of process lists, file systems

* Vulnerabilities, that have impacts
— Vulnerability databases, security advisories, etc.

e Patches/Remediations, available for vulnerabilities
— Security advisories, vendor update channels, ...
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Linux Version

* File: /etc/os-release A T N Lot/ ROt ne”
— Machine readable: CPE_NAME e rogl 2"
VERSION_ID="2021.2"
— Human readable: PRETTY_NAME VERSION_CODENAME="kali-rolling"

ID_LIKE=debian
ANSI_COLOR="1;31"
HOME_URL="https://www.kali.org/"

NAME="Ce2tOS L1nu§" SUPPORT_URL="https://forums.kali.org/"

VERSION="7 (Core) BUG_REPORT URL="https://bugs.kali.org/"

ID="centos"

ID_LIKE="rhel fedora"

VERSION_ID="7"

PRETTY_NAME="Cent0S Linux 7 (Core)" NAME="openSUSE Leap"

ANSI_COLOR="0;31" VERSION="15.2"

CPE_NAME="cpe:/o:centos:centos:7" ID="opensuse-leap"

HOME_URL="https://www.centos.org/" ID_LIKE="suse opensuse”

BUG_REPORT_URL="https://bugs.centos.org/" VERSION_ID="15.2"

CENTOS_MANTISBT_PROJECT="Cent0S-7" PRETTY_NAME="openSUSE Leap 15.2"

CENTOS_MANTISBT_PROJECT_VERSION="7" ANSI_COLOR="0;32"

REDHAT_SUPPORT_PRODUCT="centos" CPE_NAME="cpe:/o:opensuse:leap:15.2"

REDHAT_SUPPORT_PRODUCT_VERSION="7" BUG_REPORT_URL="https://bugs.opensuse.org”
HOME_URL="https://www.opensuse.org/"
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Installed Software on Linux

e |nstalled Software:

- rpm -ga # RedHat, Fedora, CentOS, SuSE, ...
* Berkeley DB filesin /var/lib/rpm/ ;. -
. . | texlive-texdef-bin-2017.20170520.svn21802-1p152.15.2.x86_64
- dpkg -1 # Deblan’ Ubuntu, Ka||, graphviz-gnome-2.40.1-1p152.7.10.1.x86_64 ’

. . . texlive-lapdf-doc-2017.133.1.1svn23806-1p152.7.2.noarch
e ASCII files in /var/llb/dpkg/ 1ibQt55q15-5.12.7-1p152.3.16.1.x86_64
kdoctools-5.71.0-1p152.1.1.x86_64
texlive-zlmtt-doc-2017.133.1.01svn34485-1p152.7.2.noarch
$ dpkg -1 texlive-natbib-2017.133.8.31bsvn20668-1pl152.7.2.noarch

Desired=Unknown/Install/Remove/Purge/Hold

| status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend

|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Architecture Description
+++-==================-=====================-============-============

ii eotrace 0.01-3kali2 amde4 traceroute tool that can run with..
ii aapt 1:10.0.0+r36-3 amde4 Android Asset Packaging Tool

ii accountsservice 0.6.55-3 amd64 query and manipulate user account ..
ii acl 2.2.53-10 amde4 access control list - utilities

ii adduser 3.118 all add and remove users and groups
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Linux: Pending Patches/Updates

e List pending patches/updates
- zypper list-patches # openSuse & derivates
# RedHat & derivates (Fedora, CentQS, ...)

# Debian & derivates

- yum updateinfo
- apt list --upgradable

> zypper list-patches --issue

The following matches in issue numbers have been found:

Issue | No. Patch | category | Severity Interactive | Status | Summary

--------- R e e R T bt e T T

bugzilla | 1170160 openSUSE-2021-463 recommended low --- needed Recommended update for hwdata \-

bugzilla | 1182482 openSUSE-2021-463 recommended low --- needed Recommended update for hwdata

bugzilla | 1172442 openSUSE-2021-468 | security important --- needed Security update for nghttp2

bugzilla | 1181358 openSUSE-2021-468 | security important --- needed Security update for nghttp2

cve CVE-2020-11080 | openSUSE-2021-468 | security important --- needed Security update for nghttp2

bugzilla | 1180597 openSUSE-2021-506 recommended | moderate restart | needed | Recommended update for PackageKit

cve CVE-2021-29155 | openSUSE-2021-716 | security important reboot needed Security update for the Linux Kernel

cve CVE-2021-29650 | openSUSE-2021-716 | security important reboot needed Security update for the Linux Kernel
1183797 openSUSE-2021-744 | optional low | optional | Optional update for sed

bugzilla
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Windows Version

 Workstation & Server
— (NT 4, 2000, ..., 10)
* Keys
- DisplayVersion
- ProductName
— ReleaselID

e Scripting
- CLI
* reg
— PowerShell (WMI)

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion

uDRM A || Name Typ Daten
Unified Store ab(Standard) REG SZ (Wert nicht festgelegt)
UNP #s|BaseBuildRevisionNumb... REG_DWORD 0x00000001 (1)
UPnP Control Point ab|BuildBranch REG_SZ vb_release
UPnP Device Host 25]BuildGUID REG SZ FEAFFEFE-AEF-FRFE-FAFF-FEFTFEAF
UserData ab|BuildLab REG SZ 19041.vb_release.191206-1406
U_Se’Ma”agef abBuildLabEx REG SZ 19041.1.amd64fre.vb release.191206-1406
Vf’“‘"’l' Mi’;h'"e 25| CompositionEditionlD  REG_SZ Core
VisualStudio ab] CurrentBuild REG.SZ 19042
xAIIBt ab|CurrentBuildNumber REG_SZ 19042
WT) © Sis|CurrentMajorVersionNu... REG_DWORD 0x0000000a (10)

em Ws|CurrentMinorVersionNu... REG_DWORD 0x00000000 (0)
WemSve ab] CurrentT, REG.SZ Multi F
WiMMount urrentType 3 ultiprocessor Free

. ab]CurrentVersion REG_SZ 6.3
Windows

. 19| DigitalProductld REG_BINARY a4 00000003 00000030303332352d3830...
Windows Defender

. - §is| DigitalProductld4 REG_BINARY f8 04 00 00 04 00 00 00 30 00 33 00 3600 31 00 3...
Windows Defender Security i .
Windows Desktop Search b DisplayVersion REG_SZ 20H2
Windows Mail 38| EditioniD REG.SZ Core
Windows Media Device Ma ab|EditionSubManufacturer REG_SZ
Windows Media Foundatio 2b|EditionSubstring REG_SZ
Windows Media Player NS¢ abEditionSubVersion REG_SZ
Windows Messaging Subsy abInstallationType REG_SZ Client
Windows NT WelInstallDate REG_DWORD 0x60440b2d (1615072045)

CurrentVersion §is) InstallTime REG_QWORD 0x1d712dd7892b2ac (132595456450671276)
Windows Photo Viewer ab|pathName REG_SZ C:\Windows
Windows Portable Devices ab|productid REG_SZ
Windows Script Host ab|productName REG_SZ Windows 10 Home
Windows Search 2b|RegisteredOrganization  REG_SZ
Windows Security Health ab RegisteredOwner REG_SZ —
WindowsRuntime ab)
WindowsSelfHost ab|SoftwareType REG_SZ System
WindowsUpdate ab|SystemRoot REG_SZ C:\Windows
Wisp v || %% UBR REG_DWORD 0x000003d9 (985)

 (Get-CimInstance Win32_OperatingSystem)
 Get-ComputerInfo (PS > version 5)
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Installed Software on Windows

e Two GUIs

Windows 10: Settings - Apps Apps und Features

—> Apps and Features - ol - R

8 Programme und Features

- System - Programs -
Programs & Features

Installierte Updat 9
& Windows-Features al ktivieren
oder deaktivieren

e Scripting
— PowerShell

‘CL PUTTY release 0.75 (64-bit)

Programm deinstallieren oder andern

Wahlen Sie ein Programm aus der Liste aus, und klicken Sie auf "Dei i ", "Andern" oder "Repari ", um es zu deinstal

Organisieren ~ =- 0
Nam - Installiertam  GroBe Version
B imageGlass 29.04.2021 398MB 81418
@ Inkscape 07.03.2021 403MB 1022
intel® Grafiktreiber 07.03.2021 742 MB 20.19.15.4531
e rfanView 4.57 (64-bit) 01.05.2021 7.00MB 457
M KC Softwares DUMo 07.06.2021 858 MB 2236116
{2 KC Softwares SUMo 07.06.2021 901 MB 5.12.14.492
9 KeePassXC 07.03.2021 110 MB 264
[ ibreoffice 7.1.1.2 07.03.2021 756 MB 7.1.1.2
(CaLogitech Gaming Software 8.82 07.03.2021 212 MB 8.82.151
€ Microsoft Edge 05.06.2021 91.0.864.41
[ Microsoft Update Health Tools Microsoft Corporation 03.06.2021 1,07 MB_ 28100

PS > get-WmiObject -Class Win32_product | Select Name, .. | Format-Table s
Name Vendor Version o
Python 3.9.2 Add to Path (64-bit) Python Software Foundation 3.9.2150.0

Python 3.9.2 Utility Scripts (64-bit) Python Software Foundation 3.9.2150.0

Python 3.9.2 Core Interpreter (64-bit) Python Software Foundation 3.9.2150.0

KeePassXC KeePassXC Team 2.6.4
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Acquiring Patches: Sources

* Vendor update server
— Directly from the source without delay
— Saves effort for deploying and maintaining local infrastructure

e Local (own) update server
— Less traffic on the uplink
— A means to include your own patches
— Works when internet is down
— Nobody can see what is actually being deployed/patched
— More work, however

 Manually deploying patch media®?
— Do you have air-gapped systems?
— You will, after a major breakdown!
— What about applying patches to installation media (slipstreaming)?
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Acquiring Patches: Tools

* Microsoft

— System Management Server (SMS)
e Systems Management Server Inventory Tool (ITMU) for Microsoft Update
» System Center Configuration Manager (SCCM)

— Windows Server Update Services (WSUS)
* Linux

— Mirroring vendor repositories
 RedHat: reposync + HTTP server
 Debian: apt-mirror + HTTP server
 SuUSE: rsync + HTTP server

— Linux vendor tools: RedHat Satellite, etc.
* Configure (all) local systems to use local update server
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Installation

e How is the installation done?
— Typically not a big deal, unless you have to compile it yourself

e Who does it?
— What about systems nobody is responsible for

e Side effects

— Interrupts/Downtime
 What about hypervisors, container hosts?

e What if something breaks?

— Best practice: Take filesystem snapshot to rollback if something goes wron
* Sometimes done automatically (Windows Update, SUSE YaST/snapper)
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Snapshot Tools

* Linux: snapper
— Requires snapshot-capable filesystem (BTRFS, ...), or volume snapshots (LVM)

> snapper list
# | Type | Pre # | Date | User | Cleanup | Description | Userdata

------ R e e et L e T

0 single root current
1647 pre Mon May 17 08:42:08 2021 root number zypp(zypper) important=yes
1648 post 1647 | Mon May 17 08:45:18 2021 root number important=yes
1649 single Mon May 17 09:00:03 2021 | root | timeline | timeline
1674 pre Thu May 20 09:20:07 2021 root number zypp(zypper) important=no
1675 post 1674 | Thu May 20 09:20:24 2021 root number important=no
1691 pre Tue May 25 09:52:26 2021 root number zypp(zypper) important=no
1692 post 1691 Tue May 25 09:55:23 2021 root number important=no
1693 single Tue May 25 10:00:07 2021 | root | timeline | timeline

 Windows Volume Shadow Copy Service: VSSVC. exe
— Requires NTFS filesystem
— Must be enabled/configured first
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Update Mechanisms

e Software automatically updates itself
— Browsers (Chrome), Mail Clients (Thunderbird), etc.

 OS management tool initiates patching
- Windows Update, Linux PackageKit, ...

* User manually directs software to update itself
— Sometimes by being notified by the software

* Third-party patch management application initiates patching
— ManageEngine Patch Manager Plus, Atera, Syxsense, OPS|, ...

e Other tool initiates patching
— Network access control, health check technologies, etc.

* Patch or new version is installed manually
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34 Party Tools: Patch My PC

 Freeware: Patch My PC Home Updater
— Full list of supported 3™ party software directly visible

Patch My PC Updater 4.2.0.3

Microsoft Windows 10 Home 64-Bit
DESKTOP-PBTQLBI A 9 Apps To Install " 15/24 Apps Up To Date!
Definitions: 06-Jun-2021

[_ balena€tcher 1.5.115 - 15.115

calibre - 5.12.0

Discord - 0.0.309
— GIMP 2.10.22

BB O Acrobat Reader DC 21.001.20155 (ES) ImageGlass - 8.1.4.18

Bs @ calibre 5.20 (x86) Inkscape

B Oty IrfanView 4.57 (64-bit)
. LibreOffice 7.1.1.2

&) O CutePDF Writer 4.0 Wireshark 3.4.3 64-bit

8 O Evernote 10.15.6 NET Framework 4.8.04084

[53 O Foxit Reader 11.0.0.49893 7-Zip 19.00 (x64)
D @ LibreOffice 7.1.3 (x64) KC Softwares SUMo - 5.12.14.492
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729.6161

Uninstaller ? - Open?fﬁce a1 Mozilla Firefox 89.0 (x64 de)
f4) O PDFedit 4.5.0.0 Mozilla Thunderbird 78.11.0 (x64 de)

€ O PDFSam Basic 4.2.5 Mumble 1.3.4
% O PDF-XChange Viewer 2.5.322.10 Nmap 7.91

NVIDIA PhysX-Systemsoftware 9.19.0218
PuTTY release 0.75 (64-bit)
SumatraPDF - 3.2
o (e (] SumatraPDF 3.2 (x64) TeamSpeak 3 Client - 3.5.6
mD WPS Office Free 11.2.0.10132 VLC media player - 3.0.14
‘e WinDirStat 1.1.
lT;I @ Media Too" \AFinEFI)S = 1}1 3[’]2

‘ﬁ O Avidemux 2.7.8 @ Re-Scan Installed Apps @ Perform 9 Updates

DFN BEE -.r | www.geant.org
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3" Party Tools: Software Update Monitor (SUMo

e Freeware: SUMo lite

e Companion tool: Driver Update
Monitor (DUMo)

® Nag screen/icons

' Thank you !

Thank you for using our software !

@ Buy PRO m Bugs

I..+..I -

X

Please share feedback with the developers or ask for assistance on the forums. To
support development and to enjoy more functions, please purchase PRO version.

E Close
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' DUMo v2.23.6.116

File Tools SUMo

TG e soe

@ Q

Check Scan

Online

Product
&} Logitech Gaming Framework (64 bits)
€} Sublime Text (64 bits)
" balenaEtcher (64 bits]
L calibre

Options

II‘ Products

42

Help

azsulc
+ X

Add Remove

Company
Logitech, Inc.
Sublime HQ Pty Ltd
Balena Inc.
calibre-ebook. com

| Cy Minor

15 a :aim @

O @ B

lgnore Get Update Drivers Update
Version Update
882151.0 Update available [9.2.65.0)
321 Update available [4107.0.0.0)
151150 Update available (1.5.120.0)
51200 Update available [5.20.0.0)

0]

Buy SUMo PRO

File Path A

C:\Program Files\Logitech Gaming SoftwareiLCare,
C:\Program Files\Sublime Text 3ysublime_test.exe
C:AUsers\Klaus Moller\AppD ata\Local\Programs'b
C:\Program Files (x86)\Calibre2\calibre.exe
C:A\Program Files\GIMP 2\bingimp-2.10.exe
D:YHeroes of the Storm\SupportbdiHeroesSwitchel
C:\Program Files\ImageGlassiimageGlass.exe
C:\Program Files\Inkscape\bin\inkscape.exe
C:A\Program Filesink scapebintinkview. exe
C:AProgram Files\lifantiewh_viewb4. exe
C:\Program Files\LibreDffice\program'\swiriter. exe
D:AOverwatch'_retail \Dverwatch.exe

c:\Program Files [«86)\0 verwol\\overwolf exe
C:\Program Files\Python33\python.exe

C:\Program Files (x86]\Calibre2\ifviewer. exe
C:AProgram Files\Wireshark \Wireshark. exe
C:AUsers\Klaus Moller\AppD ata\Local\Programs'
C:\Program Files\7-Ziph7zFM. exe

C:\Program Files (x86]\B attle.net\B attle. net.exe

LA R TN A 1LY AN AT I

9491)
File Action Options ?
E;::;:ul;';‘:t:: :;T::;:t'e "W | Devices a oK (" Minor g Maior 7 Softwars
15 7 6 2 Update 1]
- 7384)
®@ | @ © e |-
Refresh Download Ignore Buy DUMa PRO .]IJ],'IEH 4
Device Manufacturer Version Status :
iy IntellR) Display-2udio Intel 6.16.0.3197 & Update available (10.27.0.10)
E3IntellR) Management Engine Interface Intel 11.7.0.1040 € Update available (2108.100.0.1053)
[ IntellR) HD Graphics 4600 Intel 2019154531 & Update available (20.19.15.5171)
(7 Killer E2200 Gigabit Ethernet Controller Rivet Networks 90042 &' Update available (9.0.0.50)
CSINVIDIA GeForce GTX 960 NVIDIA 27.21.1486172 & Update available (27.21.14.6663]
& NVIDIA High Definition Audio NVIDIA 1.3.38.40 ' Update available (1.3.38.60)
.C‘. Per USB angeschlossenes SCSI (UAS)-Massenspeichergerat Per USB angeschlossenes SCSI (UASkompatibles Gerat  10.0.13041.1 & Update available (10.0.19041.1023)
9 USB-Massenspeichergerst Kompatibles USB-Speichergerat 10.0.19041.964 & Update available (10.0.19041.1023)
u IntellR) Core(TM) i5-4570 CPU & 3.20GHz Intel 10.0.13041.546 [ 0K
@ Intel(R) USE 3.0 eXtensible-Hostcontroller 1 1.0 (Microsoft) Generischer USB-xHCl-Hostcontroller 10.0.19041.662 (2 0K
K3 Legacygerat Intel 10.0.19041.1 &3 0K
O Logitech Cordless Gaming Receiver Logitech 857.00 B ok
i Sennheiser Communication Sudio Sennheiser 1.31.35.10 4 ok
i Sennheiser Main Audio Sennheiser 1.31.35.10 8 ok
*® Standardmaniger SATA AHCI- Controller Standardmafiger SATA AHCI- Controller 10.0.19041.906 &3 0K
15 devices found Done.
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Challenges

* Timing (after the vulnerability is published, exploits happen)

— When will the patch be released?
* Risk of exploitation increases as time passes
* Vendors follow their own schedule - sometimes weeks or months until patch is published

— What to do in the meantime?
* Workarounds, hotfixes, disabling services, etc.

* Prioritisation
— Which patches to install when and where?

— Side effects of patches
— Time & resources for testing of patches

 Multiple Update Mechanisms
— Blacklisting of patches becomes a challenge
— Assuming that some other tool/admin might already be doing the update
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Verifying
e Why?

— Things may break during patching: power outage, shutdown, connection
loss, etc.

— Rollback of partly-applied patches?

* Even if the patch was successful, did it fix the vulnerability?
— Does the system need to reboot? (Kernel patches, system libraries, ...)

— Does the service need to restart?
— What if we see further exploits happening?

e What else could be affected?

— Performance, memory consumption, disk space
— Incompatibilities, configuration changes
— Patch itself might be broken, etc.
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Verification: Linux

e Listinstalled (security) patches
- zypper patches | grep ‘security.*applied’ # openSuse, ...
- yum updateinfo list security installed # RedHat, ...
— zgrep CVE /usr/share/doc/*/changelog.Debian.gz # Debian, ...
— Or package installer history files: /var/log/apt/, /var/log/zypp/,

/var/log/yum.log
[ [ .
- pakiti # Network-wide
> zypper patches| grep ‘security.*applied’
Repository | Name | category | Severity | Interactive | Status | Summary
----------------------- R it b e e S T s kT
Main Update Repository | openSUSE-2021-435 security moderate --- applied Security update for python
Main Update Repository | openSUSE-2021-443 security moderate --- applied Security update for privoxy
Main Update Repository | openSUSE-2021-59 security moderate restart applied Security update for libzypp, zypper
Main Update Repository | openSUSE-2021-6 security moderate --- applied Security update for privoxy
Main Update Repository | openSUSE-2021-60 security important | reboot applied Security update for the Linux Kernel
Main Update Repository | openSUSE-2021-89 security important --- applied Security update for open-iscsi

DFN 8 E Ig —.r; www.geant.org
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Verification: Linux (cont.)
e Verifying installed software

Debian, Ubuntu, Kali, etc.

# dpkg -V

RedHat, Fedora, CentOS, SuSE, etc.

# rpm -Va

S.5....T. ¢ /etc/default/useradd
....... T. c¢ /etc/login.defs
.M...UG.. g /run/knot

Moooones g /run/cryptsetup
S.5....T. ¢ /etc/clamd.conf
S.5....T. c¢ /etc/freshclam.conf

.M.::.... g /var/log/alternatives.log

File, content (checksum) only

DF DFN ..
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Verification: Windows

<& Einstellungen

@ Updateverlauf anzeigen

* Windows Update
— Update history

Updateverlauf
> Qualitatsupdates (8)

v Treiberupdates (3)
Intel - System - 7/18/2017 12:00:00 AM - 11.7.0.1040
Erfolgreich installiert am 07.03.2021

Intel Corporation driver update for Intel(R) HD Graphics 4600
Erfolgreich installiert am 07.03.2021

NVIDIA - Display - 26.21.14.3200
Erfolgreich installiert am 07.03.2021

> Definitionsupdates (50)
v Weitere Updates (8)

Erfolgreich installiert am 12.05.2021
Erfolgreich installiert am 15.04.2021

Erfolgreich installiert am 01.04.2021

D I D F N — Erfolgreich installiert am 11.03.2021
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Testing Patches

e A broken patch can disrupt operations
— If many or vital systems are affected
— Personnel has to be assigned to do emergency clean-up

e So test all patches first?
— Resources too limited for that
— Availability of separate hardware for testing (non-production)
— Takes time during which the risk increases further

e Alternatives
— Test only for vital systems/services

— Apply patches in smaller batches and look for things that go wrong
* So you might stop the patch before being deployed to all systems
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Patch Policy

* Develop one for your organisation
— 1SO 27001, GDPR require patch management

* Yes, takes time and effort, but
— Issues get on the table - and are resolved, hopefully

— Buy-in from management
* Nobody should be fired for adhering to agreed-upon policies

— Managing expectations
— Everybody knows what to do

 Write down what you are doing already
— So you have a starting point for discussion
— What would you like to improve?
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What have you learned?

e Patching my look easy (turn on auto-updates and you’re done)

 But it becomes challenging when done organisation-wide
— Keeping track of open vulnerabilities

— Keeping track of already applied patches
- How to deal with different kind of systems, different management, etc.
— Patching can affect the stability of systems or service provision

 Develop a patch management policy
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Thank you

Any questions?

Next Module: Local Vulnerability Sca
28" of June 2021
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https://csrc.nist.gov/publications/detail/sp/800-40/rev-3/final

e Pakiti: https://github.com/CESNET/pakiti-server?

. 3URAO/DURAO:https://kcsoftwares.com/?sumo, https://kcsoftwares.com/?
umo

e Patch My PC Home Updater: https://patchmypc.com/home-updater
e RedHat mirror: https://access.redhat.com/solutions/23016

* Debian/Ubuntu mirror:
https://www.howtoforge.com/local debian ubuntu mirror

* OpenSuse mirror: https://en.opensuse.org/openSUSE:Mirror_infrastructur

[)F: DFN ..
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