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Finding Vulnerabilities I - Looking into the network
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• Local Vulnerability Scanning

– Benchmarks and baselines

– Tools: CIS-CAT, MS, OpenSCAP

• Network Vulnerability Scanning
– How to plan and conduct network scans

– Tools: Nmap, OpenVAS

• Penetration Tests
– Why, when and how

– Examples of pentest tools: ZAP, Metasploit
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• Local Vulnerability Scanning

– (Standards / Processes)

– Checklists / Benchmarks

● CIS Controls / CIS Benchmarks
● Windows Security Baselines
● SCAP Security Guide

– Tools
● CIS-CAT
● MS Security Compliance Toolkit
● OpenSCAP Demo

What we will cover today
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Introduction
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Do you need motivation? → Classic Vulnerability Curve

Vulnerability discovered
Exploit published

Advisory released

Patch/Workaround
being deployed

CSIRT →←Vendor/
Coordinator

Responsibility

Time

No. of Incidents

Source: TRANSITS
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Even more motivation? → Modern Vulnerability Curve

Time

No. of Incidents

Vulnerability discovered
Worm released

Fix released

Patch/Workaround
being deployed

CSIRT →←Vendor/
Coordinator

Responsibility

Re-infection

Source: TRANSITS
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What’s this all about?

● How to proactively measure the security of your local systems
● So, yes, this is about vulnerabilities, but even more so about

– Misconfigurations
– Patch levels
– Technical compliance

● Preferably in an automated way
● However: measure against what?

– PCI DSS, HIPAA, FISMA, … ?
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Let’s look at some of those
benchmarks / baselines

www.geant.org
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CIS Controls
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CIS Controls (v8)

● Prioritized and simplified best practices (community-driven)
● CIS Controls: Goals

– “to identify the most common and important real-world cyber-attacks 
that affect enterprises every day, translate that knowledge and 
experience into positive, constructive action for defenders”

– “All individual recommendations (Safeguards) must be specific”
● “make them implementable, usable, scalable, and in alignment with 

all industry or government security requirements.”
● “All CIS Controls must be measurable”
● “Simplify or remove ambiguous language to avoid inconsistent 

interpretation”
– “Avoid being tempted to solve every security problem—avoid adding 

‘good things to do’ or ‘things you could do’”
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CIS Controls (v8)

● CIS Controls
– Inventory and Control of Enterprise Assets

– Inventory and Control of Software Assets

– Data Protection

– Secure Configuration of Enterprise
Assets and Software

– Account Management

– Access Control Management

– Continuous Vulnerability Management

– Audit Log Management

– Email and Web Browser Protections

– Malware Defenses

– Data Recovery

– Network Infrastructure Management

– Network Monitoring and Defense

– Security Awareness and Skills Training

– Service Provider Management

– Application Software Security

– Incident Response Management

– Penetration Testing
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CIS Control 01: Inventory & Control of Enterprise Assets
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CIS Control 07: Continuous Vulnerability Management
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v8: new as of May 2021
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CIS Benchmarks

● Q: how do you “translate” the (more general) Safeguards from 
CIS Controls into actionable items - how do you “make them 
implementable”?
– CIS Benchmarks: vendor-neutral configuration guidelines

● 100+ benchmarks available
– 25+ vendor product families
– sometimes more than 1000 pages strong…
– Implemented in applications

● Supported by many security vendors
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Implemented by many vendors
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CIS-CAT (Lite)
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Microsoft

www.geant.org
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The Microsoft ecosystem

● MS Security Compliance Toolkit (SCT)
– “allow enterprise security administrators to download, 

analyze, test, edit, and store Microsoft-recommended 
security configuration baselines for Windows and other 
Microsoft products.”

– “administrators can compare their current GPOs with 
Microsoft-recommended GPO baselines or other baselines, 
edit them, store them in GPO backup file format”

– “apply them broadly through Active Directory or individually 
through local policy.”
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SCT: a set of tools

● Policy Analyzer tool: analyzing and comparing sets of GPOs
– Highlight when a set of Group Policies has redundant settings or internal 

inconsistencies
– Highlight the differences between versions or sets of Group Policies
– Compare GPOs against current local policy and local registry settings
– Capture a baseline and then compare it to a later one

● Local Group Policy Object (LGPO) tool
– automate management of Local Group Policy
– useful for managing non-domain-joined systems

● Set Object Security tool
● GPO to Policy Rules tool
● … as well as a number of PowerShell scripts ...
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SCT: security baselines

● Windows 10 Security baselines
– Windows 10, Version 21H1

– Windows 10, Version 20H2

– Windows 10, Version 2004

– Windows 10, Version 1909

– Windows 10, Version 1809

– Windows 10, Version 1607

– Windows 10, Version 1507

● Windows Server security baselines
– Windows Server 2019

– Windows Server 2016

– Windows Server 2012 R2

● Microsoft Office security baseline
– Microsoft 365 Apps for enterprise,

Version 2104

● Microsoft Edge security baseline
– Version 88

● Windows Update security baseline
– Windows 10 20H2 and below
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SCAP / OpenSCAP

www.geant.org
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OpenSCAP

● Implementation of SCAP: Security Content Automation Protocol (NIST)
– “The OpenSCAP ecosystem provides multiple tools to assist administrators and auditors 

with assessment, measurement, and enforcement of security baselines.”
– “...provides a wide variety of hardening guides and configuration baselines developed by 

the open source community, ensuring that you can choose a security policy which best 
suits the needs of your organization”

● Security Technical Implementation Guides (STIGs by DISA)
● The United States Government Configuration Baseline (USGCB)
● Payment Card Industry Data Security Standard (PCI DSS)
● CIS Controls
● … 

– “100% open source”
– Applies to platforms as well as products
– Set of tools

● e.g., OpenSCAP Daemon for continuous evaluation
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Demo time
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What have you learned?

● There’s a lot out there
– Benchmarks / baselines

– Community-driven

– Free, open source

– You don’t have to start from zero

– Tailor to your own needs

● Many tools available, too
– Free, open source

– Integrated into many (all?) commercial tools as well
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What was not covered today?

● Commercial tools
● Deep dive into standards

– Security Content Automation Protocol (SCAP)
● “a suite of specifications that standardize the format and nomenclature by which 

software flaw and security configuration information is communicated, both to 
machines and humans.”

● “SCAP is a multi-purpose framework of specifications that support automated 
configuration, vulnerability and patch checking, technical control compliance 
activities, and security measurement”

– Open Vulnerability and Assessment Language (OVAL)
● “an open language to express checks for determining whether software 

vulnerabilities—and configuration issues, programs, and patches—exist on a system”
● “allows the sharing of technical details regarding how to identify the presence or 

absence of vulnerabilities on a computer system”
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Thank you

www.geant.org

Any questions?

Next Module: Network Vulnerability Scanning

© GÉANT Association on behalf of the GN4 Phase 2 project (GN4-2).
The research leading to these results has received funding from
the European Union’s Horizon 2020 research and innovation 
programme under Grant Agreement No. 731122 (GN4-2). 31     |

“The simplest way to
avoid vulnerabilities in
software is to avoid
installing that software.“

         (OpenSCAP tool)
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References

● CIS Controls
– https://www.cisecurity.org/controls/

● CIS Benchmarks
– https://www.cisecurity.org/cis-benchmarks/

● CIS-CAT Lite
– https://learn.cisecurity.org/cis-cat-lite

● OpenSCAP
– https://www.open-scap.org/
– https://github.com/OpenSCAP
– https://github.com/ComplianceAsCode/content
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● Microsoft Security Compliance Toolkit
– https://docs.microsoft.com/en-us/windows/
security/threat-protection/security-compliance-
toolkit-10

– https://www.microsoft.com/en-us/download/
details.aspx?id=55319

● Microsoft Security Baselines
– https://techcommunity.microsoft.com/t5/
microsoft-security-baselines/bg-p/Microsoft-
Security-Baselines
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Other tools

● Lynis
– https://cisofy.com/lynis/
– https://github.com/CISOfy/lynis

● Vuls
– https://github.com/future-architect/vuls

● macOS Lockdown (mOSL)
– https://github.com/0xmachos/mOSL

● stronghold.py
– https://github.com/alichtman/stronghold
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