freenigma - A centralized proxy server appliance
to encrypt, sign, decrypt and verify electronic mail.
- Vortrag auf dem 13. DFN-CERT-Workshop, Hamburg -
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Everybody knows that every e-mail should be
encrypted. But only a few do it.

STARTING POSITION
- IDC estimates that in 2005 we will send 35 billion (35,000,000,000,000) e-mails
around the world each day!
- The estimation is that 99.9% are not encrypted!
- Business e-mails often contain important trade secrets.
- Private e-mails contain private information.
- Ergo: If you want to keep your secrets and protect your privacy
you must encrypt your e-mails!
- You can be sure that somebody else is reading your e-mail.
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This is no conspiracy theory. This is real.
And Echelon is certainly not the only system used
for eavesdropping.
WHO IS READING YOUR E-MAIL?

Source:
Broschüre des Landesamtes
für Verfassungsschutz BadenWürtemberg:
„Wirtschaftsspionage Die gewerbliche Wirtschaft im
Visier fremder Nachrichtendienste“, Oktober 1998.
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Why is e-mail encryption still in its infancy?
PROBLEM
- Proprietary software vendors are not willing to support free standards to differentiate
themselves from their competitors.
- Remember the days before Ethernet and TCP/IP:
Every vendor had its own proprietary network protocol and everybody sold (dysfunctional)
protocol gateways.
- Companies cannot decide which third-party proprietary encryption software vendor they
should choose. They fear vendor lock-in and do not know who they can trust.
- It is difficult to enforce enterprise-wide encryption and digital signature policies with
client-side software installations anyway.
- Users do not have a clue what is meant by "encryption" and "signature". Most people are
happy when they have mastered the standard functions of their mail client.
- It it is not a good idea to put key management in the hands of the average corporate user.
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That is what we need freenigma for:
Protecting privacy in a digital world and
protecting trade secrets in a global business world!

THE BIRTH OF FREENIGMA
- freenigma is based on free software („OpenSource“) and open standards.
- The name is composed of the word "free" (as in freedom) and "enigma" which means
"riddle" and was also the name of the famous German WWII crypto machine.
- The research and development was a joint venture of g10code, the company of GnuPGdeveloper Werner Koch, and freiheit.com technologies.
- The goal of the project was to create a european e-mail encryption proxy appliance solution.
- Mid-sized businesses and large enterprises want to buy a product and first-class services:
That is why we decided to found a company that sells freenigma appliances and services.
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You can run freenigma in two different configurations:
As a stand-alone mail server or as a proxy between
your existing mail server and your clients.
THE ADMINISTRATOR PERSPECTIVE 1/2
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freenigma is configured via a lean and highly
functional encrypted web-interface. This is an
example of the crypto-rules configuration.
THE ADMINISTRATOR PERSPECTIVE 2/2
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freenigma is written in Python. The rules-based
crypto-functionality is located inside the freenigma
core filter system.
THE DEVELOPER PERSPECTIVE
freenigma in proxy-mode

freenigma as mail server
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After processing, freenigma adds some header
elements to your mail. Your mail client can use this
information to visualize the state of the e-mail.
THE USER PERSPECTIVE
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Thank you for your attention!
Now I will show you a freenigma demo
and after that hand over to Werner Koch.
Contact:
Stefan Richter
Dipl.-Ing. Dipl-Inf.
freenigma gmbh
Straßenbahnring 22
20251 Hamburg
fon 040.890 584.290
fax 040.890 584.20
www.freenigma.org
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